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1. Intention of the document:

This guideline is written for Siemens business partners who need to communicate with
their partners at Siemens via encrypted emails. It describes the system requirements and
the necessary configurations (Outlook and Windows) to enable a secure communication
(signed and/or encrypted emails). It shows especially the possibilities for key exchange.

Please contact your Siemens partner if you have any problems.
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2. Prerequisites on business partner side

2.1 Certificates:

The business partner needs certificates to send encrypted e-mails.

There are different standards for certificates. X.509(S/MIME) is supported by Microsoft
Outlook and many other programs, therefore this standard should be used for secure
communication. Because of this reason all Siemens employees are equipped with their
own X.509 certificates. PGP is only supported as a sideline and is available for Siemens
employees only on demand.

If your organization has its own trust center or your company is using a public trust
center it should be used to obtain certificates. A few known public trust centers which
are already listed in the Siemens IT infrastructure are:

e Verisign (http://www.verisign.com/)
e TC Trust Center (http://www.trustcenter.de/en/index.htm),
o Telesec (http://www.telesec.de/)

2.2 Prerequisites for Software:

To encrypt with X.509 certificates your e-mail program has to support this standard. Also
it has to evaluate the “key usage” field in the certificate. Outlook (since version 2003)
already contains an encryption functionality which is compatible to the Siemens PKI and
can be used without any further installation.

The following user guideline describes which steps have to be taken before a business
partner and a Siemens employee can exchange encrypted and signed emails on the
example of Outlook 2003. Therefore it is necessary that the business partner has
installed his certificates in his e-mail program.
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3. Possibilities for certificate exchange

Depending on the number of communication partners, different possibilities for
certificate exchange are useful.

These alternatives can be applied:

m Basically the usage of the Siemens external repository is recommended. This is a
directory service for PKI keys in the Internet. It enables secure communication with
every Siemens employee. This repository contains the latest certificates of Siemens
employees. After setting up of the repository, no separate key exchange is needed any
more. But it must be possible to send LDAP request over the internet. Otherwise this
option is not possible. Please contact your network administrator in case of problems
with LDAP-requests.

m If the usage of the Siemens external repository is not possible or the business partner
does not have a repository on the Internet, certificates must exchanged manually.
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4. Guideline for business partners:
»,Outlook Native encryption*

4.1 Transfer of own certificates to the Siemens partner

This paragraph describes how a business partner can transfer his own certificates to a
Siemens employee.

Check out if the Siemens employee is able to send you an encrypted e-mail. If this is
possible, no other actions have to be taken because a direct access to the directory
service of your organization is possible.

If this is not the case, please send a signed e-mail to your Siemens partner. Please check
the following settings so that he can access your certificates from your e-mail:

e Open Outlook and the menu Tools - Options, in the tab security click below
“encrypted emails” on “Settings...”
(Since Outlook 2007: Tools - Trust Center in the Section ,E-mail Security”)
Activate in the following window “Change Security Settings” (Since Outlook 2007:
on “Settings...”) the option “send these certificates with signed messages”

e Close all windows with “OK”

e Send asigned e-mail to your Siemens partner. In such an e-mail all your
certificates which are necessary for a secure communication are added
automatically.

4.2 Transfer of Siemens certificates to a business partner

4.2.1 Usage of the Siemens external repository or http directory service of
Siemens or the European Bridge-CA

4.2.1.1 Siemens Root Signing

Root signing certificates are certificates that you can use to sign other certificates that
are linked up to a trusted root certificate. Since Siemens has its own Certification
Authority the certificates of a Siemens employee are usually valid at the business
partner.

4.2.1.2 Integration of the Siemens External Repository
The usage of the Siemens External Repository is generally recommended. It is possible to
access all certificates of Siemens employees from the Internet.

Once the External Repository is installed, no further key exchanges are necessary. Make
sure that the integration of the repository is not blocked by your Firewall policies.
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Follow these instructions for the integration: Tods Do

m Open the Outlook menu Tools = E-mail Accounts. Send/Recsive
(Since Outlook 2007: Tools = Account Settings in the D
tab “Address Books”)

m Choose the Radio-Button “Add a new directory or

Find
e} Address Book. .,

address book” o] Organize
(Since Outlook 2007: On “New...") |51 Rules and Alerts, ..
Otk of Office Assist
This wizard will allow you to change the e-mail Mailbox Cleanup. ..
accounts and directories that Outlook uses. e e
Q Empty "Geldschte
E-mail 2 : =covet Deleted Ik
Forms

() Add a new e-mail account
) - . Macro
{:' Wiew of change existing e-mail accounts z

E-mail Accounts. ..

Directory ]
Cuskomize. .,

u:Iu:I a new directary or address book, Cptions., .,

i Wiew of change existing directaries or address books

m Choose “Internet Directory Service (LDAP)".

@ﬁernet Directory Service (LDAP);

Conneck ko an LDAP server ba find and werify e-mail addresses and other
information,

() additional Address Books
Connect ko an address book ta find and werify e-mail addresses and ather

informmation.
m The Servername is: “cl.siemens.com®. Click on More Settings.

Server Information

Tvpe the name af the directory server vour Inkernet service provider ar system administratar
has given you,

Ferver Mame: cl. siemens. com|

Logon Information

[ This server requires me ko log on

oo setings D

e —
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m Change to the tab “Search” and
enter the Search base:
“o=Trustcenter”.

m Continue with OK.

m Click in the previous Window
Finish.

m Note: It is necessary to restart
Outlook to use the directory service.

m At the end it is necessary that the
directory services are in the right
order in the address Book. Please
open your address book

m Click on “tools” and then on
“Options”

m Make sure that the directories are in
the right order.

Microsoft LDAP Directory

Cl:unnecti-:unl Search |

Server Setkings

Search timeout in seconds;

Specify the maximum number of entries wou ;
wish ko return after & successful search: =

Search Options

Search base:

C o="Truskcenker" )
D e

Example:
cn=users, dc=exchange, dc=microsoft, dc=com

I_ K H Zancel ][ Apply ]

Addressing [z|
Addressing ]

Shiow this address lisk Firsk:

walobal Address Lisk

Keep personal addresses in;
iCDntacts ﬂ

ing these address lisks in

When sending-rrai;
@iing order:

Global Address Lisk

Compary LDAP Direckary
directorybroker . pki-services, siemens. com

4.2.1.3 HTTP Directory or European Bridge CA

Siemens is providing a HTTP Directory service where Certificates of all Siemens
employees can be downloaded via the following link: http://cl.siemens.com
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Above that is Siemens a member of the European Bridge-CA. That is why you can get all
certificates of all Siemens employees via the HTTP-Directory Service of the European
Bridge-CA, too. This HTTP-Directory Service can be found here:
https://www.ebca.de/en/tools/finding-certificates/

To find a certificate, just enter the email address of the employee and save all offered
certificates to your hard drive. If the saved certificates are .crt-Files you must change it
into .cer-Files because the other files are not supported.

In order for Outlook to use these downloaded certificates, you need to add them to an
Outlook contact. Follow these instructions to add a certificate to a contact:

m Open your Outlook contacts and
the contact of the Siemens
employee you want to

9;_[ aagﬁ

I File Edit Wiew Insert Formab  Tools  Actions  Help

|} [l Save and Close [gY | & | ¥ "'\/‘-‘j@viav-?vl

Activities Certificates 3 Al Fields |

Outloak will use ane of these certificates to send encrypted mail ta this contact.

| General Dietails

‘fou can get a certificate by receiving digitally signed mail from this contact or by importing a
certificate file for this contact,

communicate with securely.

Certificates (Digital IDs):

m Choose the tab “Certificates” and
click on Import.

m Choose the directory in which you
saved the downloaded certificates
and mark them for import.

m Leave the contact via Save and
Close.

m Redo this for all Siemens employees you want to communicate with securely.

G
e — 1

4.2.2 Manual certificate exchange via signed e-mail

If you cannot use the European Bridge-CA, please ask your communication partner at
Siemens to send you a signed e-mail.

After you have received the signed e-mail you should be able to communicate securely
with the Siemens employee. Normally there are no further actions necessary. If there
appears a “Digital Signature: Invalid” reference, please follow the instruction below.

Follow these instructions if you have received a signed e-mail with a “Digital
Signature: Invalid” reference:

Digital Signature: Invalid

Certificate Authority Information
‘Your message was digikally signed with a certificate issued by a Certificate
Authority,
The signature is invalid because vou have either distrusted or not
wet chosen ta trust the Following Certificate Authority:
Issued by: Siemens Business Services Trust Center
¥alid From: 17.06,2003 ko 17.06,2015

For more information about the certificate used to digitally sign the message,
click Details,

B This window opens if you receive a signed e-
mail, whose Root-CA Certificate was not yet
imported.

Yigw Message ][ Details. ..

Trusting the Certificate Authority

Trusting a Certificate Authority means that you trust mail that is digitally
signed by certificates issued from that Certificate Autharity,

Do you wank bo krust this Certificate Authaority?

If you choose Trust, you must also click Yes on the Rook Certificate Store
dialog that fallows to add the certificate to yvour system,

[ ‘iew Certificate Autharity. .. ] [ Trust ] [ Close

[w]itarn me about errors in digitally sianed e-mail before message gpens.,
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m To import the CA-Certificates that come with the signed email, click on Trust
afterwards a “Security Warning” appears, that asks you to verify the fingerprint of the
certificate.

Security Warning .

't You are about ko install a certificate from a certification autharity (CA) claiming to represent:
]
Framatome-ANP Germarny Authority

Windows cannok validate that the certificate is actually from "Framatome-ANP Germany Authority', You should confirm its origin by contacting
"Framatome-AlP Germany Authority”, The Following number will assist you in this process:

Thumbprint {shai): 02260870 FEZES983 6A527419 BEZ47EQC B2F56E10
‘Warning:
IF wou install this root certificate, Windows will automatically brust any certificate issued by this Ca. Installing a certificate with an unconfirmed

thurnbprink is a security risk, IF you click "Yes" vou acknowledge this risk,

Do wou wank to install this certificate?

m Click on YES to import this certificate into your Windows Certificate Store.

m Click with your right mouse-button on the Sender’s email address.

m Choose the menu option Add to Contacts. Hereupon the contact window with the
user’s details opens. Open the “certificate” tab and check if the certificates were
imported.

m Leave the contact via Save and Close.

m Repeat this for all the business partners you want to communicate with securely.

Note: The signatures of the business partners will only be displayed as valid after
opening the e-mail again.
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5. Final settings for first usage in Outlook

To use e-mail encryption now the right certificate and the suitable encryption mode has
to be chosen. Please consider that you can ignore this chapter if you have already
installed and used e-mail encryption before on your system.

Please follow these steps:
B Start Outlook

B On Tools - Options on the tab
»Security” you can find information to
send encrypted e-mails. Click on
“Settings”, located next to “My S/IMIME-
Settings”

B Choose the suggested certificate right
next to ,Signing Certificate”. Then
choose a encryption algorithm.
Siemens demands “3DES” here. Close
everything with ,OK".

If “3DES” is not available, it could
happen that a weaker encryption
method will be used. In this case the e-
mail cannot be read by Siemens
employees. To solve this problem,
please contact your Siemens partner
and refer to the corresponding manual
for Siemens employees.

| Preferences || Mail Setup | Mail Format | Speling | Security | Other Delegates |

Encrypted e-mail

‘9 [ClEncrypt contents and attachments For outgaing messages

. Lﬁ [ add digital signakure ko oukgoing messages
Send clear text signed message when sending signed messages
[CIrequest S/MIME receipt For all S{MIME signed messages

Default Setting: éMeine S{MIME-Einstellungen (jos % | | Settings...

Security Zones

Security zones allow you ko customize whether scripts and active
[+ :
conkent can be run in HTML messages.

Zane:! @ Eingeschrankke Sites e Zone Settings...

Download Pictures

[ Change Automatic Download Settings. .. ]

Digital IDs (Certificates)

= Digital IDs or Certificates are documents that allow you to prove your
| identity in electronic transactions.

[ Import/Export... ] [ Get a Digital 1D ..

Change Security Settings

Security Setting Preferences
Security Setkings Mame:
“eine S{MIME-Einstellungen {josef-michael.hochwind@siemens.com) s |
Cryptography Format:
Default Security Setting For this cryptographic message Formak
Default Security Setting For all cryptographic messages

[Security Labels... ] [ Mew ] [ Delete ] Passmor

Certificates and Algorithrs

Signing Certificate; [Fact ; ¥5 1 :--

Hash algarithm: ESH-"-I B
Encryption Certificate:
Encryption Algorithm: :3DES v|

Send these certificates with signed messages

I QK ] [ Cancel

B Close Outlook and restart it to assume the changes.
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